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Vote Application Note — Basic Info
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ZERO-ERROR SYSTEMS

Table 1. Truth table for each voting circuit

Voted output — Majority wins

Fig. 1. One QFN28 voter chip having four independent

voting circuits. Each voting circuit enables
Triple Modular Redundancy (TMR)
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based on 3 inputs
(for data integrity)

Input Output
A B, G Y; E,
0 0 0 0 0
0 0 1 0 1
0 1 0 0 1
0 1 1 1 1
1 0 0 0 1
1 0 1 1 1
1 1 0 1 1
1 1 1 1 0
\ y ) \ )

Error flag — At least one input

is different
(for error detection)



Voter Application Note —
Data Integrity for Interfaces

)

COTS Device

COTS Microcontroller

(Before — Conventional)

Fig. 2A: Original setup (without hardware data
integrity protection)
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Added Part(s)

COTS Device

COTS Device

»

COTS Device

COTS Microcontroller

(After - TMR)

Fig. 2B: Modified setup (with hardware data integrity protection) —
There is no need to modify the interface protocols or firmware.
Tested interface protocols include UART, SPI, 12C.
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Voter Application Note — Z E S

Example: SPI Memory Interface v s

CS CS
SCK SCK
SDO SDO
K
SPI Memory SPI Memory
I SDI
< Voter
SPI Memory
COTS Microcontroller COTS Microcontroller >
(Before — Conventional) (After — TMR) SPI Memory
Fig. 3A: Original setup for an SPI Interface Fig. 3B: Modified setup for a TMR SPI Interface
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Voter Application Note — Z E S

Example: Watch Dog Signal v e

. Input Output i
Provide 3 ‘1’s i i Meaning
Flag Error

vy ]

to Voter
0 0 Chip may be damaged

Flag On Board

COTS
Computer

Device E B Voter c Error

H/_/

From the Payload

Chip has SEUs, caution
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Chip Healthy
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Voter Application Note — Z E S

Des'gn COnCe pt fOI’ TI\/I R ZERO-ERROR SYSTEMS

TMR can be applied at the Master side (e.g., Sub-System A) or at the Slave side (e.g., Sub-System B) or at both sides

Sub-System A Sub-System B
ZES’ Voter
-
Sub-Circuit T1 =S A, T,
Y, Voted output 1
T
Sub-Circuit T2 s B, T,
- El Error indication 1
Sub-Circuit T3 —1C,
Ua
Y, A Sub-Circuit U1
Voted output 2i<—Y,
u u
¢ B 2 Sub-Circuit U2
Error indication 2 < E ’
U
C, Sub-Circuit U3

Fig. 4: General Setup concept for TMR embodying Voter
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End of Presentation
--- Thank You ---

ZERO-ERROR SYSTEMS

Contact Us: info@zero-errorsystems.com

* Follow Us:
https://zero-errorsystems.com/
https://sg.linkedin.com/company/zero-error-systems-zes
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